THE NORTHERNMOST UNIVERSITY
of Technology in Scandinavia

Concepts for Very Large-scale Sensor-
based Solutions

Professor Jerker Delsing
Lulea University of Technology
Sweden

Rl
A “
~ 5

Supported by

UNIVERSITY

OF TECHNOLOGY



“From enterprise to multi stakeholder

operation

Suppliers

TR

Stakeholder
collaboration
domain

Business

-

.}.;; =
B = Support Lifecycle
; ' _ 3 & domain
| ' SATISFIED CUSTOMERS
< : 1919 2 Customers

N E

Supply chain
domain

Shop floor



THE NORTHERNMOST UNIVERSITY
of Technology in Scandinavia

v W 2N 29 £ N B3

Suppliers < Customers
Machines, things, people and organisations

P e
e S

Shop floor < Business
Machines, things, people and orgamsatlcﬁ\\

Production management
domain

LULEA
UNIVERSITY
OF TECHNOLOGY



>

(o)

wn

Collaborative automation

URBAN ENERGY

INT.
;-IEAT EL PIETES,
! offices &
industry
HEAT, EL HEAT, EL

PRIMARY PRODUCT
CYCLE

A

PRODUCT Product
S market

RAW MATE RIAL

Resources

processiteu‘i’

Automation for process industries

uropean Roadmap for Industrial Process Automation
ed on global trends and industrial needs. www.ProcessIT.eu



http://processit.eu/Content/Files/Roadmap%20for%20IPA_130613.pdf
http://www.ProcessIT.eu
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AUTOSAR

Features Arrowhead BaSyx FIWARE loTivity LWmM2mM OCF
. Runtime, Variability of . . . .
. SOA, Local Automation . . Context Device-to-device M2M, Constrained Resource Oriented
Key principles Electronic Control production Salns o
Clouds . awareness communication networks REST, Certification
Unit (ECU) processes
Real-time Yes No No ves No No
(loTivityConstrained)
Dynamic orchestration . Monitoring,
. Runtime . . :
i and authorization, . Runtime dynamic service
Run-time . Environment . R No No No
monitoring, and environment selection and
. . layer (RTE) . .
dynamic automation verification
Distribution Distributed Centralize Centralize Centralize Centralize Centralize Centralize
Open Source Yes No Yes Yes Yes Yes No
Resource
e Low Very low High Medium Medium Low
accessibility
FIWARE Open Connectivity Open Connectivity
Supporters Arrowhead AUTOSAR Basys 4.0 . . OMA SpecWorks .
Foundation Foundation Foundation
Req/Repl, Req/Repl,

Message patterns- Puby/sub Req/Repl, Puby/sub Req/Repl, Pub/sub Req/Repl Req/Repl
Transport TCP, UDP, DTLS/TLS TCP, UDP, TLS TCP TP, UDP, TCP, UDP, DTLS/TLS Tep, UDP, ity Sl iy
protocols ! ! ! ! DTLS/TLS ! ! DTLS/TLS, SMS BLE

Communication HTTP HTTP, HTTP, RTPS HTTP, CoAP CoAP HTTP, CoAP
protocols OPC-UA ! ! !
3" party and
Legacy systems Yes Yes Yes Yes No No No
adaptability
Crypto Service
Manager, Secure Identity Manager Secure Resource Secure Resource
i = R
Security Manager Onboard Enabler Manager OSCORE Manager
Communication
L. se of existing AUTOSAR Use of existing Use of existing
Standardization FIWARE NGSI OCF standards OCF standards
standards standards standards standards
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« Highly distributed and heterogeneous solutions

» Very large-scale SoS, 105 - 1010 |oTs

* |loT error and maintenance and mitigation

* SoS run-time dynamics

» SoS functionality evolution

» SoS scalability

» So0S segmentation for real-time operations, security, safety, ...

» SoS self-mitigation

» SoS self-engineering

* SoS self-management

« Machine to machine business models

* Machine to machine nano-transactions

* Multi-stakeholder autonomous integration and operations

« Management strategies and policies of SoS properties e.g.
. Operati . . . .
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« S0S segmentation and scalability

* Run-time engineering

* Run-time management

* Technology evolution

* SoS self engineering

* S0S self mitigation

* S0S business models and nano transactions
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Distribution and run-time dynamics
* S0S segmentation and scalability

* Run-time engineering

* Run-time management

* Technology evolution

* SoS self engineering

* S0S self mitigation

* SoS business models and nano transactions
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* Flexible production
* Flexible automation
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* Decentralised and
virtualised production
system

e Based on
Arrowhead Framework

Physical
production

line /
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Qualification in trying to formulate a

qualified proposal.
. UNQUALIFIED
S S 1 QUALIFIED
OR ERROR
The party first at creating
«state» such a proposal sends it to
Acceptance the counter-party, which
may accept or reject it.
. REJECTED
S 1 ACCEPTED
OR ERROR
«state» If accepted, the proposal is
Finalization sent to the Exchange Ledger.

FINALIZED
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Lore systems Core systems Core systems

Arrowhead Framework local cloud Arrowhead Framework local cloud

Core systems
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Core systems
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evolving scenarios!!
» Very large scale SOS behaviour??!!
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* Policies base e.g.
 S0S shall be stable, at all level

* Need to detect local and prevent unstable
behaviour

* Monitor escalation
* S0S shall be safe, at all levels
* Monitoring of security
« Management of security policies
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 loT: Policy-driven functional evolution, self-
engineering and autonomous protocol and
semantics translation.

* S0S: Run-time dynamics, segmentation,
scalability, self-mitigation, self-engineering,
policy-driven management, M2M business
models, M2M nano-payment.

« SOS Engineering: evolutionary and automated
engineering, multidimensional policy engineering
and management strategies and policies
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open field
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