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Arrowhead	framework

• System	of	Systems	
• Interoperabity,	Integrability,	Independence	
• Service	Oriented	Architecture	

• Local	Automation	Clouds	
• Varios	Multi-clouds:	Edge,	Platform,	Enterprise	
• Maturity	Levels	for	Integrability	–	hardware	and	

software	adaptors	
• Mandatory	and	Supporting	Core	Systems	
• Collaborations	with	other	Eclipse	projects



A	comparison	of	IoT-SoS	Architectures	&	Platforms

Fig. 7. Summary

LwM2M and OCF) are limited to the use of their own
standards.

D. Security

Security, privacy and trustworthiness remain important chal-
lenges in the IoT field. All the different frameworks have
security features and components capable to manage the
security of their services and resources.

In the case of Arrowhead, the core system AAA implements
Authentication, Authorization and Accounting. It is possible
to choose between two levels of security, with or without
DTLS/TLS: (1) use of the X.509 certificates and (2) use of
tokens for accounting. In addition, the access control can
be made by authorization rules or Next Generation Access
Control policies [40]. AUTOSAR bases its security on the
AUTOSAR Crypto Service Manager (CSM) and the Secure
Onboard Communication (SecOC) modules. SecOC is in
charge of the resource-efficient authentication and makes use
of the cryptography services which CSM provides.

FIWARE specifications present [41] the Identity Manage-
ment Enabler (IdM), which provides authentication, basic
authorization and security assertions as a service. This core
security GE uses open protocols such as OAuth [42] and
OASIS SAML v2.0. [43]. The IdM manages the authorization
in collaboration with the PEP proxy GE and the Authorization
PDP GE.

The IoTivity stack includes a Secure Resource Manager
(SRM) [44], which is formed by three functional blocks and
a Database. The Resource Manager (RM) that manages the

security virtual resources (e.g., access control list, credential,
provisioning status). The Policy Engine (PE) filters resource
requests in order to grant or deny based on the policy, and the
Persistent Storage Interface provides storage API. The SRM
is configured via an OIC resource with specific properties.

LWM2M requires that all communications be authenti-
cated, encrypted and integrity protected. For this purpose,
the LwM2M 1.1 specification supports an application layer
security protocol called OSCORE. OSCORE (Object Security
for Constrained RESTful Environments) protects message
exchanges and provides support for proxy operations and end-
to-end security.

In the OCF security specifications [45], the OCF security
enforcement points are established, including The Secure
Resource Manager (SRM) and the session Protection in the
connectivity Abstraction layer (Usually DTLS), which are
configured via OIC resources. The access control relies on
predefined policies that are stored by a local access control
list (ACL) or an Access Management service (AMS) in the
form of an Access Control Entry (ACE). The access control
can be Subject-based (SBAC) or Role-based (RBAC).

V. CONCLUSION

Over the last decade, technology has evolved very rapidly. In
addition, functionalities and characteristics of frameworks are
also developing quickly as well as the protocols and standards
from which they are developed. Even the alliances and groups
are changing over the years, grouping platforms under the
same name and specifications.

C. Paniagua and J. Delsing, "Industrial Frameworks for Internet of Things: A Survey," in IEEE 
Systems Journal, doi: 10.1109/JSYST.2020.2993323.



Interoperbility	&	Integrability	&	Indepencence
Arrowhead	Objectives	

• System	of	Systems	for	Industrial	IoT	and	CPS	

• Interoperability:	Service	Oriented	Architecture	
• Late	Binding	-	Loose	Coupling	–	Lookup	(of	Service	Consumers+Providers)	

• Integrability	
• easy	interaction	between	Legacy	and	New	(native	Arrowhead)	systems	

• Independence	
• from	underlying	technologies	(services)	
• from	application	protocols	(translation)
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Core	Systems	
in	the	Arrowhead	Service	Oriented	Architecture

Mandatory	Core	Systems	 	 	 	 	 Supporting	Core	Systems

Application System Application System
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Orchestration:	finding	a	fitting	provider	for	a	service	consumer

Either	given	in	the	OrchestrationStore,	
or	choosing	from	the	ServiceRegistry,	
…or	Global	Service	Discovery	with	Inter-Cloud	orchestration
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Multi-level	Service	Exchange 7



Maturity	Levels	of	Arrowhead	Integration
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• Native Arrowhead capabilities (ML3)
• Software adapters   (ML2)
• Hardware adapters  (ML1)



An	example	for	„Maturity	Level	1”	provider
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Examples	of	supporting	core	system	features

•	Translator:	
	to	allow	protocol	translation	between	various	application	systems	(e.g.	
RESTful	HTTP,	CoAP,	MQTT,	OPC-UA,	etc.)	

•	OnboardingController:	
handle	device	onboarding	to	the	local	cloud	with	the		support	of	
SystemRegistry	and	DeviceRegistry	

•	Choreographer:	
to	manage	workflows	and	execute	recipes	in	a	dynamic	manner:	the	next	
step	is	executed	depending	on	service	provider	availability		

•	PlantDescription:	
to	provide	up-to-date	information	on	the	engineering	plant	

•…	Event	Handler,	QoS	Manager,	CertificateAuthority,	etc.
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Released

Release 
candidates

Prototypes

Separately 
released

Secure	infrastructure:	

Interoperability

Inter	cloud	service	exchange

System	of	Systems	support

Execution	support

Management	support:

Supply	chain/product	life	cycle

Local	cloud	basic	properties:	

Engineering	tools
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Interactions	with	other	Eclipse	Projects

Already	active	interaction	
•	4DIAC	-	PLC	framework	based	on	IEC	61499	
standard	

•	Vorto	-	IoT	device	capability	descriptions,	
catalogues	

•	HawkBit	-	IoT	device	management	

•	Ditto	-	Digital	Twin	state	management	and	
more	

•	Hono	-	Protocol-independent	
communication	with	the	IoT	backend	
solution	

•	Paho	-	MQTT	and	MQTT-SN	
implementations	in	various	languages	

•Mosquitto	-	Lightweight	MQTT	Server	
implementation
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Collaboration	with	involved	partners	
•	Kapua	-	Connect,	manage	and	integrate	

IoT	devices	and	their	data	through	MQTT	
•	Kura	-	API	access	to	IoT	Gateway	HW	

interfaces	and	provide	MQTT	connectivity	

Leshan	-	OMA	Lightweight	M2M	server	
and	client	in	Java	(LWM2M)	

•	Wakaama	-	OMA	Lightweight	M2M	

C	implementation	(LWM2M)	

•	Keti	-	to	protect	RESTful	API	using	
Attribute	Based	Access	Control	

(ABAC).	

•	Milo,	Unide,	OM2M,				etc.
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Brief	summary	-	Arrowhead	framework	

• System	of	Systems	
• Interoperabity,	Integrability,	Independence	
• Service	Oriented	Architecture	

• Local	Automation	Clouds	
• Varios	Multi-clouds:	Edge,	Platform,	Enterprise	
• Maturity	Levels	for	Integrability	–	hardware	and	

software	adaptors	
• Mandatory	and	Supporting	Core	Systems	
• Collaborations	with	other	Eclipse	projects


